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The <shipTo> element is not supposed to contain a <price> element embedded within it, but when it does, OrderXMLHandler gets confused and uses the last price it sees This vulnerability sometimes goes by the name
Figure 6-4
An alarm badge (a badge on an icon) An alarm symbol (an alarm graphic displayed alone)
public void updateNodeReferences(NodeReferenceTable referenceTable)
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		XML injection because, presumably, the attacker has tricked some frontend system into generating an order document without validating the shipping address, thereby allowing the attacker to inject an unexpected XML tag It is not reasonable to expect an XML parser to validate the complete semantics of a document s content However, a parser can do a complete and thorough job of checking the document s structure and, therefore, guarantee to the code that processes the document that the content is at least well-formed A schema definition allows the XML parser to be much more specific about the data types that are allowed to inhabit each tag in the document Validating the XML you receive is not the end of the inputvalidation job, but it is a very good way to start The simplest way to ensure that the order document has the form we expect is to validate it against a DTD The following DTD requires that an order element contain a title, a price, and a shipTo element, and that all those elements are leaf nodes
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		This Leaf node method is called by the cloneTree method after all nodes in the subgraph have been cloned The user can query the NodeReferenceTable object (see Section 625,  NodeReferenceTable Object ) to determine if any nodes that the leaf node references have been duplicated by the cloneTree call and, if so, what the corresponding node is in the new subgraph If a user extends a prede ned Java 3D object and adds a reference to another node, this method must be de ned in order to ensure proper operation of the cloneTree method The  rst statement in the user s updateNodeReferences method must be superupdateNodeReferences(referenceTable) For prede ned Java 3D nodes, this method will be implemented automatically The NodeReferenceTable object is passed to the updateNodeReferences method and allows references from the old subgraph to be translated into refer-ences in the cloned subgraph The translation is performed by the getNewNodeReference method
< xml version="10" encoding='UTF-8' > <!ELEMENT order (title, price, shipTo) > <!ELEMENT title (#PCDATA) > <!ELEMENT price (#PCDATA) > <!ELEMENT shipTo (#PCDATA) >
public final Node getNewNodeReference(Node oldReference)
public final SceneGraphObject getNewObjectReference(SceneGraphObject oldReference)
You can express the same thing in XML Schema as follows:
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		This method takes a reference to the node in the original subgraph as an input parameter and returns a reference to the equivalent node in the just-cloned subgraph If the equivalent node in the cloned subgraph does not exist, either an exception is thrown or a reference to the original node is returned (see Section 623,  Dangling References )
Table 21 shows a recommended set of alarm graphics and the level of severity that each graphic represents
< xml version="10" > <xs:schema xmlns:xs="http://wwww3org/2001/XMLSchema" > <xs:element name="order"> <xs:complexType> <xs:all> <xs:element name="title" type="xs:string"/> <xs:element name="price" type="xs:string"/> <xs:element name="shipTo" type="xs:string"/> </xs:sequence> </xs:complexType> </xs:element> </xs:schema>
Because cloneTree is able to start the cloning operation from any node, there is a potential for creating dangling references A dangling reference can occur only when a leaf node that contains a reference to another scene graph node is cloned If the referenced node is not cloned, a dangling reference situation exists: There are now two leaf nodes that access the same node (Figure 6-5) A dangling reference is discovered when a leaf node s updateNodeReferences method calls the getNewNodeReference method and the cloned subgraph does not contain a counterpart to the node being looked up
Figure 6-5
Because XML Schema is currently the more popular choice, we modify OrderXMLHandler to validate against the XML Schema (Unlike
When a dangling reference is discovered, cloneTree can handle it in one of two ways If cloneTree is called without the allowDanglingReferences parameter set to true, a dangling reference will result in a DanglingReferenceException being thrown The user can catch this exception if desired If cloneTree is called with the allowDanglingReferences parameter set to true, the updateNodeReferences method will return a reference to the same object passed into
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